
  

Why pv_ops kernel?

● Maintance headaches with Xen-O-Linux 
patches (common code in two sub-arches)

● Linux distros scuff at testing two kernels 
(baremetal and -xen)

● Not upstreamable



  

Requirements

● One kernel that can boot
– On baremetal hardware

– Virtualization friendly

– Paravirtualization capable

● Existing frameworks could be used:
– (alternative_asm) Identify if by cpuid whether 

SSE3 is on, and if so use those for memcpy.

– SMP vs uni-processor – adds 'lock' or removes 
it. (smp_alt)



  

Ideas

● Old code has:
– #ifdef CONFIG_XEN

● Replace it with:
– If (xen_domain()) .. 

● Or altgother remove those and wrap calls:
– cpuid(...) → pv_cpu_ops->cpuid(...) → 

native_cpuid(...)

– arch/x86/include/asm/paravirt.h has the 
pv_cpu_ops defintions

– arch/x86/kernel/paravirt.c has the native



  

Performance



  

Xen cpuid 



  

Not too fast..

● Binary patching to optimize path
● We want cpuid() to be replaced with 

native_cpuid() (or xen_cpuid)
– cpuid (..)→ native_cpuid(..)

– Perhaps replace cpuid(..) with 
native_cpuid(..) ?

● We need to know where in the kernel and with 
what call to replace it with (offset).

● Remeber that PVOPS_VCALL4?



  

Tricky



  



  

● In .text section init_centuar 
@ffffffff81432725  this code:

– ff 14 25 90 01 82 81    

– callq *0xffffffff81820190

● In .parainstructions section @ line 443  
ffffffff81921c40 this blob:

– 25274381 ffffffff

– 1f07ff01 00000000 

– %'C.............



  

.parainstructions:

  443  ffffffff81921c40 25274381 ffffffff 1f07ff01 00000000  %'C.............

struct paravirt_patch_site {

        u8 *instr;              /* original instructions */ [ffffffff81432725]

        u8 instrtype;           /* type of this instruction */ [0x1f = 32]

        u8 len;                 /* length of original instruction */ [0x07 = 8 bytes ]

        u16 clobbers;           /* what registers you may clobber */ [0xff = 511]

};

In init_centuar:

ffffffff81432725:       ff 14 25 90 01 82 81    callq  *0xffffffff81820190

In pv_cpu_ops:

 ffffffff8182018b:       81 ff ff ff ff 9a       cmp    $0x9affffff,%edi

 ffffffff81820191:       84 02                   test   %al,(%rdx)

 ffffffff81820193:       81 ff ff ff ff 56       cmp    $0x56ffffff,%edi

 ffffffff8102849a <native_cpuid>:

We overwrite @ffffffff81921c40 with ffffffff8102849a



  

Binary patching under Xen
In init_centuar:

ffffffff81432725:       ff 14 25 90 01 82 81    callq  *0xffffffff81820190

In pv_cpu_ops:

 ffffffff8182018b:       81 ff ff ff ff 9a       cmp    $0x9affffff,%edi

 ffffffff81820191:       84 02                   test   %al,(%rdx)

 ffffffff81820193:       81 ff ff ff ff 56       cmp    $0x56ffffff,%edi

under Xen, the pv_cpu_ops would be over-written with another struct.

 ffffffff81003062 <xen_cpuid>:

native_patch calls paravirt_patch_insn, which figures out the delta and makes

it a call ffffffff81003062



  



  

pvops

● Has two differences from ”classic” Xen:
– pv_cpu_ops->func(..)

– Binary patching
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